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1. What is GDPR?

The European Union’s General Data Protection Regulation (GDPR) has been drawn up to standardize
data privacy legislation across Europe, with the main aim of providing data protection for all citizens of
the European Union. To this end, it seeks to enhance the privacy of such data and also to reform the
way in which EU organizations approach data privacy.

The GDPR replaces the Data Protection Directive 95/46/EC and was finally approved by the EU
Parliament on 14 April 2016 with an implementation date set for 25th May 2018.

2. What are the objectives of GDPR?

As mentioned above, the main objective of the GDPR is to protect the personal data of European
citizens. Going a little deeper, the GDPR aims to guarantee the privacy of such data, giving people more
control over the use of their information by companies in terms of how the data is processed, stored
and/or destroyed.

A secondary objective is to establish a simpler regulatory environment for international activities by
facilitating business operations through the unification of data protection legislation in the EU.

3. What data does GDPR process?

When we refer to personal data, we refer to any information concerning an identifiable person. In this
sense, the definition of personal data has been significantly increased to include online identifiers, IP
addresses, economic information and so on. There is special mention of data considered to be sensitive
personal data (religious, political, racial, ethnic, etc.) and considered to be personal identification
information. It is not just about data that can be used for fraud or identity theft. In addition, any data
that is reflected as personal data in the Data Protection Act will also be considered as personal data in
the GDPR. At this point, we can say that a data fissure is a security breach that leads to the alteration,
variation, loss, destruction, unauthorized access or disclosure of personal data transmitted, stored or
processed by an organization that must comply with the GDPR.

4. What are the main pillars of GDPR?
The GDPR is based on eight fundamental rights:

o The right to be informed: Provides transparency on how the individual’s personal data is used.

e The right of access: Provides access to the individual’s personal data, how it is used and any
supplementary information that may be used in conjunction with the personal data.

e The right to rectification: Provides the right to have the individual’s personal data rectified if
incorrect or incomplete.

o The right to erasure: Grants the right to have the individual’s personal data removed from any
place if there is no logical reason for its storage. Also known as the right to forget.

e The right to restrict processing: Allows the individual’s personal data to be stored, but not
processed.

e Theright to data portability: It offers the possibility of requesting a copy of the individual’s stored
information for use by another organization.

e The right to object: Provides the right to object to the processing of the individual’s personal
data.

e The right not to be subject to automated decision making and profiling: Provides the right to
object to automated decision making on the individual’s personal data.
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5. tbSIEM supports GDPR: Detailed Description

As we can observe, certain requirements for GDPR compliance are strictly formal with no place for
support at the technical level. However, tbSIEM offers a wide range of solutions to support most of the
technical needs of GDPR.

e gdpr_Il_5.1.f
It is necessary to ensure the confidentiality, integrity, availability, and resilience of the processing
systems and services by ascertaining their modifications, accesses, locations and guaranteeing their
security, as well as of the stored data. To control at all times access to the data, when access takes place
and by whom and to control how the data is processed.

Data protection and file sharing technologies that meet data protection requirements are also necessary
as it is vitally important to know the purpose of the data processing and whether the data processor, in
the case of third parties, is authorized to do it.

Concept. File integrity monitoring.

One of the solutions that tbSIEM offers is File Integrity Monitoring. tbSIEM monitors the file system,
identifying changes in content, permissions, ownership, and attributes of files that you need to keep an
eye on.

tbSIEM’s File Integrity Monitoring (FIM) watches specified files and triggers alerts when these files are
modified. The component responsible for this task is called Syscheck. This component stores the
cryptographic checksum and other attributes of a known good file or Windows registry key and
regularly compares it to the current file being used by the system, looking for changes. Multiple
configurations are possible for monitoring in real time, in intervals of time, only specific objectives, etc.In
the same way that personal data files are monitored, tbSIEM can monitor the shared files to make sure
they are protected.

e gdpr_lll_14.2.c
Occasionally, an individual may request that the processing of his or her personal data be temporarily

restricted. The entity in charge of processing and storing such data must ensure that within the
stipulated period of time there is no access to such data.
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Concept. Temporary access restrictions.
With tbSIEM we can review the alerts generated and check that there are no alerts in the period
stipulated using Syscheck.

o gdpr_lll_17
In some scenarios, an individual may request the permanent deletion of their personal information. In
this case, the entity in charge of the processing and storing of the subject’s data must delete such
information when the individual’s request for deletion is accepted, normally when the storage of the
same is meaningless.

Concept: Permanent data deletion.
tbSIEM has the ability to monitor deleted files using Syscheck, ensuring that the individual’s personal
data has been permanently deleted in response to their request.

e gdpr_IV_24.2
The ability to demonstrate GDPR compliance by complying with data protection policies. In most cases, it

will be necessary to comply with additional security and data protection policies. Therefore, the entityin
charge of processing and storing the data must be able to comply with these policies.

Concept: Policy and compliance monitoring.

With Policy and compliance monitoring, tbSIEM monitors configuration files to ensure they are
compliant with your security policies, standards and/or hardening guidelines. Agents perform periodic
scans to detect applications that are known to be vulnerable, unpatched, or insecurely configured.

Policy monitoring is the process of verifying that all systems conform to a set of predefined rules
regarding configuration settings and approved application usage. tbSIEM uses three components to
perform this task: Rootcheck, OpenSCAP, and CIS-CAT.

e gdpr_IV_28.3.c
Ensuring data protection during processing, through technical and organizational measures. In the

process of processing data, it is necessary to ensure the protection and integrity of the same in order
to avoid any alteration that may be harmful to the individual to whom the information belongs.

Concept: Data protection in the processing.
By using Syscheck and through technical measures, tbSIEM can ensure this protection, monitoring and
ensuring that the protection measures established in the security policies are complied with.

e gdpr_IV_30.1.g
It is necessary to document all processes and activities to carry out an inventory of data from beginning

to end and a to audit, in order to know all the places where personal and sensitive data is located,
processed, stored or transmitted.

Concept: Document and record all data processing. Audit logs and events.

tbSIEM facilitates the documentation of a large amount of information about file access and security. It
offers the possibility to store all the events that the manager receives in archived logs. In addition to
storing alerts in alert logs and the ability to use more logs and databases for various purposes, such as
audits.

e gdpr_IV_32.1.c
Tools may be needed to block or quarantine such data streams like a DLP. Properly classify current data
to determine specific categories of data that will be subject to GDPR.
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Concept: Categorize files.

Through Active Response, tbSIEM can execute an action according to Syscheck alerts. These actions
can create the desired quarantine zone for the specified data. tbSIEM makes it possible to create specific
rules for categorizing files. It also performs various countermeasures to address active threats, such as
blocking access to an agent from the source of the threat when certain criteria are met. It can execute
a script in response to the activation of specific alerts based on the alert level or rule group. Any number
of scripts can be started in response to a trigger.

e gdpr_IV_32.2
To control access to data, you will need account management tools that closely monitor actions taken
by standard administrators and users using standard or privileged account credentials. In this way, the
data protection officer will be able to check who is accessing and processing the data, whether they are
authorized to do so and whether they are who they say they are.

Concept: Account management with/without privileges.
tbSIEM offers functionalities to monitor access and use of standard or privileged accounts through its
multiple monitoring tools.

e gdpr_IV_33
Notify the supervisory authority of a violation of the data in 72 hours and, in certain cases, the injured
parties. It is an obligation. Any breach of security that endangers the data stored or any violation of the
integrity and security of the same must be reported within the established period of time with a
maximum delay of 72 hours.

Concept: Security breach notices.

tbSIEM can facilitate this communication, for example, with a notice by mail when a specific alert or a
group of alerts are triggered, related to the monitoring of files that contain the personal data. The rules
used in event analysis can be configured to send emails to the relevant security officers.

e gdpr_IV_35.1
Perform a data protection impact evaluation for elevated risk processes. Implement appropriate

technical measures to safeguard the rights and freedoms of data subjects, informed by an assessment
of the risks to these rights and freedoms.

Concept: Risks evaluation.

tbSIEM has security measures in place to safeguard personal data and is able to support risk assessment
by categorizing Syschek alerts for certain files. For example, you can add the alert level of an event to
support a risk assessment.

e gdpr_IV_35.7.d

Necessary security measures include data breach identification, blocking and forensic investigation
capabilities for rapid understanding of access attempts through active breaches by malicious actors.
This could occur through compromised credentials, unauthorized network access, active advanced
persistent threats and verification of the correct operation of all components.

Security tools are necessary to prevent the entry of unwanted data types and malicious threats and to
ensure that endpoints are not compromised when requesting access to the network, system, and data.
Anti-malware and anti-ransomware are needed to ensure the integrity, availability, and resilience of
data systems, to block and to prevent malware and rescue threats from entering devices.

Behavioral analysis services that use machine intelligence to identify people who do anomalous things
on the network may be required to provide early visibility and alert when employees who become
corrupt. Such tools can also highlight bizarre activities, such as employees logged on to devices in two
different countries, which almost certainly means they are at risk for accounts.
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Concept. Security monitoring.

To meet these security requirements, tbSIEM provides solutions such as Intrusion and Anomaly
Detection. Agents scan the system looking for malware, rootkits or suspicious anomalies. They can
detect hidden files, cloaked processes or unregistered network listeners, as well as inconsistencies in
system call responses. In addition, an integration of tbSIEM with NIDS is viable.

Anomaly detection refers to the action of finding patterns in the system that do not match the expected
behavior. Once malware (e.g., a rootkit) is installed on a system, it modifies the system to hide itself
from the user. Although malware uses a variety of techniques to accomplish this, tbSIEM uses a broad-
spectrum approach to find anomalous patterns that indicate possible intruders. The main component
responsible for this task is Rootcheck. However, Syscheck also plays a significant role.

We may become aware of application or system errors, misconfigurations, attempted and/or successful
malicious activity, policy violations, and a variety of other operational and security issues through tbSIEM
rules. Using Automated logs analysis, tbSIEM agents read operating system and application logs and
securely forward them to a central manager for rule-based analysis and storage.

It is worth highlighting the ability to detect vulnerabilities. Now agents are able to natively collect a list
of installed applications and to send it periodically to the manager (where it is stored in local SQLite
databases, one per agent). In addition, the manager builds a global vulnerability database, using public
OVAL CVE repositories and later cross correlating this information with the agent’s application
inventory data.
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6. GDPR Compliance mapping with tbhSIEM

Chapter GDPR title GDPR description SIEM mapping
gdpr_| Chapter | General Legal base to control and process personal data. N/A
Provisions
Chapter Il,Principles Basic principles of the regulation. N/A
Ensure the ongoing confidentiality, integrity,
gdpr_l Chapter Il, Article 5 availability, and resilience of processing systems and
Head1 (f) services, verifying its modifications, accesses, locations gdpr_II_5.1.f
and guarantee the safety of them. File sharing
protection andfile sharing technologies that meet the
requirements of data protection.
Chapter Ill, Rights of  |Regulation of the data subject’s rights. N/A
the data subject
gdpr_lIl Chapter lll, Article14, |Restrict the processing of personal data temporarily. gdpr_Ill_14.2.c
Head 2 (c)
Chapter lll, Articlel7 |Permanently erase personal information of a subject. gdpre_lll_17
Chapter IV, Controller
andprocessor Management of the control and processing of the N/A
data.
Chapter IV, Article24, Be able to demonstrate compliance with the GDPR by gdpr_IV_24.2
Head 2 complying with data protection policies.
Chapter IV, Article28, Ensure data protection during processing, through gdpr_IV_28
Head 3 (c) technical and organizational measures.
It is necessary to keep all processing activities
Chapter IV, Article30, documented, to know all the places where personal  gdpr_IV_30.1.g
head 1 (g) andsensitive data are located, processed, stored or
transmitted.
gdpr_IV Data Loss Prevention (DLP) capabilities to examine
data flows and identify personal data that is not
Chapter IV, Article32, |subject to adequate safeguards or authorizations. DLP igdpr_IV_32.1.c
Head 1, (c) tools can block or quarantine such data flows. Classify
current data appropriately to determine specific
categories of data thatwill be subject to the GDPR.
Account management tools that closely monitor
Chapter IV, Article32, actions taken by standard administrators and users gdpr_IV_32.2
Head 2 who use standard or privileged account credentials are
required tocontrol access to data.
Chapter IV, Article33  |Notify the supervisory authority of a violation of the  gdpr_IV_33
datain 72 hours and in certain cases, the injured
parties.
Perform a data protection impact evaluation for high
Chapter IV, Article35, risk processes. Implement appropriate technical
Head 1 measures to safeguard the rights and freedoms of datagdpr_IV_35.1
subjects, informed by an assessment of the risks to
these rights andfreedoms.
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Capabilities for identification, blocking and forensic
investigation of data breaches by malicious actors,
through compromised credentials, unauthorized

Chapter IV, Article |network access, persistent threats and verification of gdpr_IV_35.7.d
gdpr_IV 35, Head 7 (d) the correct operation of all components. Network
perimeter and endpoint security tools. Anti-malware
and anti- ransomware to prevent malware and
ransomware threats from entering your devices. A
behavioral analysis that usesmachine intelligence to
identify people who do anomalous things on the
network.
Chapter IV, Article Designate a data protection officer. N/A
37
Chapter V, Transfer Prevent data being transferred outside the EU to a 3rd
gdpr_V of personal data to [country or international organization (except for N/A
third countries or |specificprotections).
international
Chapter VI, Each Member State shall provide that it is the
Independent responsibility of one or more supervisory authorities to
gdpr_VI supervisory monitor the application of this Regulation in order to N/A
authorities protect the fundamental rights and freedoms of
naturalpersons.
Chapter VII, The lead supervisory authority shall cooperate with
gdpr_VII Cooperation and  the other supervisory authorities concerned and N/A
consistency exchange allrelevant information.
Chapter VI, Any interested party shall have the right to lodge a
gdpr_VIII Remedies, liability complaint with a supervisory authority. N/A
and penalties
Chapter IX, Member States shall reconcile by law the right to the
gdpr_IX Provisions relating protection of personal data, including processing for N/A
to specific journalistic purposes and for purposes of N/A
situations academic,artistic or literary expression.
Chapter X,
gdpr_X Delegated acts and Management of delegated acts and implementing acts.N/A
implementing acts
gdpr_XIl Chapter XI, Final Manages relations with directives, previous N/A

provisions

agreements,commission reports and defines the entry
into force.
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About TechBridge

TechBridge is the World’s leading Product & Solutions Company. Data Center Applications, Collaboration
and Real Time Communication. DC Management and Monitoring, Disaster Management, Security,
Collaboration and Cloud. Its market-leading Network Modernization, Unified Communications, Mobility
and Embedded Communications solutions enable customers to quickly capitalize on growing market
segments and introduce differentiating products, applications and services. We are an expert and leader in
Government Solutions, Smart City Solutions, Data Centers and Large Enterprises. We do custom

applications also, as per the customer requirements.
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