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Keep Email-borne threats out of your Networks

With best-in-class performance validated by independent testing
firms, tbEmailGateway delivers advanced multi-layered protection
against the full spectrum of email-borne threats.

tbEmailGateway helps your organization prevent, detect, and respond
to email-based threats including spam, phishing, malware, zero-day
threats, impersonation, and Business Email Compromise (BEC)
attacks.

Protection Against Email-borne Threats

Powerful anti-spam and anti-malware are complemented by
advanced techniques like outbreak protection, content disarm and
reconstruction, sandbox analysis, impersonation detection, and other
technologies to stop unwanted bulk email, phishing, ransomware,
business email compromise, and targeted attacks.

Validated Performance
Fortinet is one of the only email security vendors to consistently prove
the efficacy of tbEmailGateway through independent testing.

Fabric-enabled Email Security

Integrations with TechBridge products as well as third-party
components help you adopt a proactive approach to security by
sharing loCs across a seamless Security Fabric. It also enables
advanced and complementary email security protection for Microsoft
365 environments through API-level integration.
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Key Features:-

Multi-layer anti-virus
protection

Zero-hour anti-malware
detection

99.9% spam detection with
dual engines

Sensitive Data Redaction from
documents and images

Document and Image
Sanitization

Structural and Message
Sanitization

Built in compliance dictionaries

Choice of email encryption
options
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Privacy

You have all personal data on your
own hard disk, you can control the
email security, inspect transaction
log. No other organization can see
the content of all messages.

Secure By Default

End users are forced to use mail
services through secure
connections (POP3/IMAP/SMTP
over TLS, webmail with HTTPS).
Emails are encrypted in transit
using TLS if possible. Passwords are
stored in SSHA512 or BCRYPT (BSD).

Webmail

Manage mails, folders, sieve filters,
vacation directly on an intuitive and
easy to use web Ul.

Calendars/Contacts/

ActiveSync

Manage your calendars, address
books, tasks on an easy to use web
Ul or your mobile devices (iOS,
Android, BlackBerry 10, Windows
Phone).

Unlimited Accounts

Forget about the products which
pricing based on number of
mailboxes, you can create as many
mail accounts (domains, users,
mailing lists, admins) as you want.

Backends

Stores mail accounts in your
favorite backend: LDAP, MySQL,
MariaDB, PostgreSQL.

Main Stream Linux/BSD
tbEmailGateway works on Red Hat
Enterprise Linux, CentOS, Debian,
Ubuntu, FreeBSD, OpenBSD. No
matter you switch to which
Linux/BSD distribution supported
by tbEmailGateway, you get the
same setup in just few minutes.

Web Admin Panel

Manage your mail accounts with a
web admin panel. tbEmailGateway
ships a free and easy to use web
admin panel along with it's product.

Domain-Level Admins

Either promote a mail user to
domain admin role, or create a
separated domain admin account
to manage his/her own mail
domains.

Self-Service

Allow users to login to manage their
own preferences like password,
mail forwarding, white/blacklists,
guarantined mails, basic spam

policy.

Per-user Service Control

Just one click to enable or disable
mail services for mail user: POP3,
IMAP, SMTP, sieve filter, mail
forwarding, BCC, and more.

Throttling

Global, per-domain and per-user
throttling based on: max size of
single message, number of max
inbound/outbound messages per
time unit.
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Antispam

Manage greylisting, whitelists,
blacklists, spam policy, quarantined
emails. You can even whitelist or
blacklist sender/

recipient in quarantined mails with
one click.

Searching

Search accounts with domain
name, email address, display name.
You can also manage searched
accounts in search result page, such
as enable/disable/

delete account.

Log Admin Activities
tbEmailGateway logs normal admin
activities, such as account creation,
activation, removal, password
change, and more.

Multi-language Support
Thanks to our translators, web Ul of
tbEmailGateway supports multiple
languages: English, German,
Spanish, French, Italian, Polish,
Chinese, and more.
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FOR MORE INFORMATION
About TechBridge

TechBridge is the World’s leading Product & Solutions Company. Data Center Applications, Collaboration and Real
Time Communication. DC Management and Monitoring, Disaster Management, Security, Collaboration and Cloud.
Its market-leading Network Modernization, Unified Communications, Mobility and Embedded Communications
solutions enable customers to quickly capitalize on growing market segments and introduce differentiating
products, applications and services. We are an expert and leader in Government Solutions, Smart City Solutions,
Data Centers and Large Enterprises. We do custom applications also, as per the customer requirements.
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Mail us at: sales@tech-bridge.biz

Address:- TechBridge Consultancy Services LLP
326, Tower B3, Spaze iTech Park, Sector-49, Sohna Road, Gurgaon-122018, Haryana
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